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Date: 2025 January 27

Individual creating the CSB: Richard Huxtable

Product(s) affected: SmartCare Remote Management (CLOUD)
Summary:

This document is intended for Baxter customers regarding SmartCare Remote Management (SCRM) software
release notes (SRN). Each software release will have a corresponding section as noted in the Table of Contents
below. This document begins with the latest software release and will be revised with the release of new software
versions as needed. Each new software release notes will be appended at the top of the list.

Please direct any additional questions to your Baxter Representative / Solution Architect.
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Software Version 9.0.1
February 2025

SmartCare™ Remote Management software release version 9.0.1.
Updates to SCRM version 9.0.1 are to address minor enhancements and bug fixes on SCRM version 9.0.0.
Update Details:

e The organization filter was empty or incorrect after the initial page load, there were incorrect or
missing organizations in the pulldown. The fix does populate the organizations in the pulldown
correctly.

e The facility asset count shows 0 under Reports. The fix shows the correct number of devices.

e The roll-up page is not loading - blue screen, when the SCRM button is clicked before the page
completely loads. When a roll up user logs on to the Customer Portal and clicks on the SCRM button
before the page loading completes, then it opens SCRM on a different tab but fails to load the
Organization. The fix corrected this behavior by loading the page completely before displaying the
SCRM button.

e The notification banner does not show up on the new landing page and actionable insights landing
page. As currently designed, the notification banner does not show up when the user logs in to the
new landing page and it does not appear when the user navigates to actionable insights page. In
Release 9.0.1, the notification banner now shows up like the SCRM page on both the new landing page
and actionable insight page.

e Incorrect ownership information processed in the platform: Beds (Centrella Smart+ Bed and Progressa
Smart+ Beds) are being associated to the customer number instead of the site number. The fix has
addressed this.

o The beds (Centrella Smart+ Bed and Progressa Smart+ Beds) that have been synched to reflect
the correct ownership (site number) information and some have reverted back to the
customer information at random times. There were some new beds connected to the remote
service platform and the incorrect ownership information is being displayed on the platform.
The fix has assured accurate information in the site number.

Software Version 9.0.0
January 2025

SmartCare™ Remote Management software release version 9.0.0.
Changes in this release:

e New landing page

e Actionable Insights feature for Smart Beds

e Updated cloud microservices to right-size CPU/memory allocation
e Additional Customer Requirements to Whitelist the following Items
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e The Potential Error Screen if the Whitelist is not completed

Update Details:

This release introduces a new feature called Actionable Insights that will be compatible with CENTRELLA
Smart+ Bed and PROGRESSA Smart+ Bed. The feature will enable you to view actionable insights based on the

device diagnostic data.

o Actionable Insights - Reporting Analytics on the Customer Portal:

o Provides a new landing page upon login that allows CENTRELLA Smart+ Bed and PROGRESSA
Smart+ Bed. users to select between navigating to the new Actionable Insights dashboard

pages, or the existing SCRM pages (i.e. Assets, Reports, Updates, Advanced).

o Includes the last 90 days of data.

NOTE Some features may take longer to gather 90 days of historical data

o Receives data from SCRM every hour. The last updated date / time on each report will indicate
the time at which all report data was processed.

NOTE Actionable Insights refreshes the data hourly except for the following reports: Asset
Utilization, Preventive Maintenance, and Updates, which are all refreshed daily.

o Date values will be displayed in MM/DD/YY format, while hover-over dates will be displayed in

the format YYYY-MM-DD.

o Please Refer to the IFU (Instructions for Use) for additional details

o Updated Cloud Microservices to Right-Size CPU/Memory allocation

o Updated Cloud microservice resource allocations

o Additional Customer Requirements to Whitelist the following Items:

Content Delivery Network (CDN)

Application/service Domain name, IP address, port Protocol | Connection
Actionable Insights (PowerBi) *.analysis.windows.net TCP External
Backend APIs

Port: 443
Actionable Insights (PowerBi) * pbidedicated.windows.net TCP External
Backend APIs

Ports: 443, 1443
Actionable Insights (PowerBi) content.powerapps.com TCP External
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Port: 443
Actionable Insights (PowerBi) * powerbi.com TCP External
Portal

Port: 443
Actionable Insights (PowerBi) * powerquery.microsoft.com TCP External
Power Query Online

Port: 443
Actionable Insights (PowerBi) gatewayadminportal.azure.com TCP External
Manage gateways, connections,
and data policies (preview) Port: 443
Actionable Insights (PowerBi) dc.services.visualstudio.com TCP External
Service telemetry

Port: 443

o The Potential Error Screen if the Whitelist is not completed:
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Software Version 8.1.0 & PartnerConnect Agent 15.0.3

e PartnerConnect Agent 15.0.3 :

PartnerConnect Agent version 15.0.3 is required for the Service Portal 10.18 to work as intended for firmware
and configuration packages. The new PC Agent 15.0.3 will be updated automatically as a background silent
upgrade a few days prior to the deployment of SCRM 8.1 release. This will automatically update the PC Agent
to version 15.0.3 in the background to all active connected agents for both SCRM and WAST. The upgrade
needs to be in place to support the Service Portal upgrade from 10.11 to 10.18 as it changes the file download

schema for firmware and configuration packages.
What if customers did not receive the automatic background silent update?

SmartCare Remote Management:

The SmartCare Remote Management team will post a banner on the SCRM portal proactively
announcing the update to customers. If customers miss the update, SCRM will not work for Update
workflows, including configuration and firmware deployment. Tech Support should assist the customer
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with updating to the new PC Ver. 15.0.3. NOTE: The agent upgrade can run as a regular upgrade
package without uninstalling the existing agent. This is an important step because it will save the
customers hierarchy and agent registration.

If PC Agent is used for WAST:

Customers will still be able to use WAST as intended but any new released device FW packages will not
be deployed until the PC Agent 15.0.3 or higher is installed. Customers will need to uninstall and
reinstall their existing agent for the firmware deployments to resume. Follow TSB DIR 20017586 to
obtain and register the new installation of the agent.

e Updates to SCRM Single tenant migration for a customer.

Replicate the enterprise tenant for a single customer to migrate them to their own isolated production
environment.

e Re-align On-prem 8.0.1 and Cloud 8.0.0 with SCRM 8.1.0.
Address the use of fonts in an unconnected environment for both cloud and On-Prem.
e  Cumulocity Platform upgrade from 10.11 to 10.18.

Upgrade Cumulocity Platform from version 10.11 to 10.18.0, including any required code changes to Remote
Service Platform, microservices, or custom components, to support the platform upgrade.

Software Version 8.0.1
April 2024

When customers have an On-Prem setup and if certain fonts are not readily available locally, the SCRM page
does not load correctly.

This version of SCRM corrects the font availability issue.

Software Version 8.0.0
February 2024

SmartCare™ Remote Management software release version 8.0.0.
Changes in this release:

e SCRM Rebrand from Hillrom to Baxter
e SCRM Feature Enhancements & Bug fixes
e SCRM Cloud and On-Prem version harmonization
o See NEW On-Prem Setup Guide 80030424 for deployment instructions

Update Details:
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Updates to SCRM cloud version 8.0.0 include:

o Updates to SCRM for Baxter Branding.
SCRM Rebrand from Hillrom to Baxter

o SCRM IFU updated for Search field to state Platform is Case sensitive.
80028397 SMARTCARE REMOTE MANAGEMENT IFU*

o Removed the Privacy Policy Link from the SCRM Customer Portal.
Privacy Policy links removed. Does not apply to SCRM On-Prem as it has no web links

o New link on SCRM Login Page for Compatibility Matrix
A new compatibility matrix link is available for customers to easily view SCRM feature compatibility by
product, such as Access Point Mapping, Remote Log Retrieval, Firmware Upgrades, and more.

Baxter

SmartCare Remote Management

Enter your eredentials fo log in

Forgot password?
LOG IN
OR
SINGLE SIGN-ON
Ready to get started?
Leam the value of the SmariCare Remote

Management, download software, and access
documentation.

§  Service Monitor Administrators Guide
pce Instructions for Use
Release Notes

Festure Compatibility Matrix

o PartnerConnect download link on the login screen has been removed.
Customers may no longer directly download the PartnerConnect Agent from Baxter and will need to
contact Baxter support to obtain the latest software.

o Smart beds: Remove JDE Customer Name and Number Fields and use Site Name & Site Number for
Service Portal and Customer Portal.
The Customer Portal will now use the Site Name and Site Number from JDE to register the bed.
Why this change was made:
When there is a buying group doing the purchasing for a hospital system, the customer number of
that buying group will be found in the Owner Number field. The Site Number will then be the physical
location of the assets. When this buying group buys beds for hospital A, hospital B, and hospital C,
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those beds would all be contained in the same view in SCRM (undesired) since we’re using the Owner
Number to create the “group.”

o Update PartnerConnect Agent to support both Cloud and On-Prem as one Installer
Previously, the PartnerConnect version numbers for SCRM Cloud and SCRM On-Prem were different.
As of the 8.0.0 SCRM release, both will use PartnerConnect version 15.0 and maintain the same
version hereafter.

o SCRM Device Update screen - improved error handling for devices using PartnerConnect
Corrected issue: When user selected a batch of devices to update (immediately or scheduled), if one
device fails (i.e., if agent for device doesn't exist anymore), then Ul does not process subsequent
devices and goes in infinite wait state.

This was corrected by implementing proper error handling. If a call to schedule a device update fails,
handle the exception and move to next device. When a call to update all devices completes, a
summary message is displayed clearly mentioning which devices failed (if any).

o Ability to deploy Config File from within SCRM On-Prem
Previously SCRM On-Prem could not deploy configuration files. Users can upload Configuration Files in
SCRM within the Advanced tab after selecting the Asset Type. After uploading one or more
Configuration Files, they can be deployed to assets.

o Bug Fixes:
o Fixed Ul within AP Mapping (Advanced tab) overlapping textboxes when using Safari browser.

o Fixed Ul, Advanced tab, User Management input field box outline not visible.

o Fixed bug when changing Facility name from All Assets, a view of lesser number than
expected.

Fixed Ul, Logout option to appear on click instead of mouse hover on User Profile.

Fixed issue where a User Manager could not see the AP location from Report type dropdown.
Fixed Ul within an asset’s Preventive Maintenance tab where the ending year is off-center.
Issues corrected when using the “Select All” checkbox in SCRM.

Fixed bug to correct reverse sorting issue from Advanced tab -> Access point mappings.
Fixed pagination issue displaying incorrect page number before the page fully loads.

Fixed dynamic layout issue with Asset Details pop-up screen.

Fixed various issues that may occur when deselecting the “Select All” checkbox.

Fixed All Organizations dropdown not displaying the top level in some cases.

O 0O O 0O O 0O O O O O

Fixed a Delete Assets function where selecting all assets would not work under certain
conditions.

Fixed issue with CMMS Report: select assets page not retaining selection on next page.
Fixed Username Icon truncation on PartnerConnect download page.

Fixed downloaded .csv reports that could display duplicate and missing assets.
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O

Upgrading to SCRM 8.0.0:

SCRM Cloud: The SCRM cloud environment is upgraded by Baxter internal R&D and affects all cloud

SCRM customers simultaneously at go-live. No action is required from the customer.

SCRM On-Prem : Current On-Prem customers are running on version 14.0.1, which is a stand-alone
version. Features and changes made to the Cloud version have been merged into the latest On-Prem
version. The On-Prem version is renamed to version 8.0.0 to harmonize the same code base between
Cloud and On-Prem. Customers may reach out to Baxter Support to request the update.

Software Version 7.1.1
December 2023

SmartCare™ Remote Management software release version 7.1.1.

Change in this release:

Performance Improvement: CSM Configuration Page Load Time

In some cases, when customers have a large number of configuration files to display, the CSM (Connex
Spot Monitor) Configuration Update screen could take up to 5 minutes to retrieve the full list from the
Config Tool.

This issue was due to a long query to the platform backend to retrieve the Config Tool ID's and filters
from the user's inventory roles. We have identified and implemented an optimization to the query
that significantly improves the query time (down to sub 30 seconds).

No action is required from our customers.

Software Version 7.1.0
October 2023

SmartCare™ Remote Management software release version 7.1.0.

Changes in this release include:

SCRM version 7.0.1to 7.1.0
SCRM Enhancements & Bug fixes

Update Details:

Updates to SCRM cloud version 7.1.0 include:
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e Removal of Agent auto-registration. All agent registration must now be approved by Baxter. This

includes PartnerConnect Agent, Smart Bed integrated Agent, and IQE agent.

PartnerConnect Agent version 15.0.0.0 replaces 3.0.5.1.

Related documents which include the PartnerConnect software installation have been
updated accordingly. View the latest version of each for details:

= SCRM Administrator’s Guide

= PartnerConnect Installation Guide

=  WAST Installation and Configuration Guide
Please note that all links to download the PartnerConnect software have been removed from
all Baxter websites. To request the PartnerConnect software, you can contact customer
service at:

Welch Allyn Inc Corporate Headquarters
4341 State Street Road

Skaneateles Falls, NY 13153

Phone +1 800 535 6663

Fax: +1 315 685 4091

Or find your nearest location at https://www.hillrom.com/en/about-us/locations/

o Update from Basic Authentication to OAuth (Open Authentication) for local user credentials.

e Password minimum requirements:
Include lowercase characters, such as “abcdef”
Include uppercase characters, such as “ABCDEF”
Include numbers, such as “123456”
Include symbols, such as “!@#S%"”

Must have at least 8 characters
Use of 5 different password consecutively.
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‘I’ Hillrom.

SmartCare™

Remote Management

Confirm your email address.

Entor your now password. Passwords are case sensitive.

Password requirements:

« B81to 32 characters « Atleast 1 number
* Atleast1lowercase letter « Atleast 1 symbol
« Al least 1 uppercase letter

Additional information for account password expiration:

Single Sign On (SSO) users will not be affected by the password expiration change. SSO users will
continue to be managed by their organization.

Users with a local account (non-SSO accounts), will have their account password expire every 90 days.
They will receive an email notification that their account password will expire.

Once they are set to change their password, the user will be asked for the new password.
e Bug Fixes:

PartnerConnect Agent 15.0.0.0 corrects an application hang caused by an unhandled exception error.
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Software Version 7.0.1
February 2023

SmartCare™ Remote Management software release version 7.0.1
Changes in this release include:

SRN (Software Release Notes).

e SCRM version7.0.0to 7.0.1
e SCRM Feature Enhancements & Bug fixes

Update Details:

o User list default sort is by email.
From the Advanced tab > User Management, by default the list is sorted by email in ascending order.

o Roll up page facility name: string adjustment when >16 characters.
If more than 16 characters, the string will be cut off at 8th character, then ellipsis (...) followed by up
the last 8 characters of the facility name:

SELKE WAREHOUSE - CAPITAL DISTRIBUTION

SELKE WA...RIBUTION

= 0 Servers
[ ]
CD 0 Devices
=y 1 Beds
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o Add Delete Asset functionality
From the Advanced tab in SCRM, users can delete one or more assets. Only CSM and CVSM support
this function currently.
A confirmation popup will appear to display information and direction to reconnect if needed.
*See the IFU for details.

User Management Access Paint AP) Maps Delete asset Custom Label
Organization Asset type
AABaxterTest - ‘
v v Searct
REPORTS Q TestFacility All assets arch Q
UPDATES
Select assets to remove from service
“ DELETE SELECTED
ADVANCED
|‘7‘| Type Assettag Serial number Ownership Last connected
AABaxterTest
|'7‘| CsM ZZ7100-RESD SCRMCFGODO7_162 TestFacility 19 May 2022, 02:26 pm
— Bradford
AhABaxterTest
|'7‘| CSM ZZ7100-RESD SCRMCFG007_151 TestFacility 19 May 2022, 02:26 pm
— Bradford

o Status column will sort assets with the error symbol at the top of the page by default.

Organization Asset type
ASSETS Q AABaxtn.z-!Test . All assets . Searc
TestFacility
REPORTS f_\ Custom
Type Status ., IaD::I Firmware Config file Asset tag Serial number Ov
UPDATES AN
Centrella 1.35.613 PY12345 Te
Br:
AN
ADVANCED Centrella 135613 SK_Centrella A pygoog Te
Tag
Br:
AN
Centrella 135613 PY3456 Te
Br:
AN
Centrella 135.613 PYS099 Te
& o
An
Centrella 135.613 PY3457 Te
- ;
N an
csm c 13210-X0006 ewDashboard 5 100.pesp SCRMCFE0071 4
BaseXXX 51 Br
NewDashboard scrMcreo07_1 ]
CsM C 1.3210-X0006 ZZ7100-RESD - Te
BaseXXX 62 Br
NewDashboard SCRMCFG007_1 A
CSM [ 1.3210-X0006 ZZ7100-RESD - Te
BaseXXX 61 Br

o Adding user phone number field made easier (less confusing) to populate, plus a more descriptive

tooltip:
Username/Email adc [T Administrator
ADVANCED
Full name (required) | Phne number (e.g. +18005551222) |
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Preventive maintenance - Maintenance Date selection and update

Preventive Maintenance section update for usability / ease of use. PM date modification history is

O
now less confusing with the table header from left to right displaying:
Maintenance date > Set by (who) > On (when it was set)
Error Codes Preventive Maintenance
Most recent PM date
Maintenance last performed on
2023-01-01 ﬂ
PM date:[modification history
Maintenance date Set by On
2023-01-01 jvannizbaxtercom 2022-05-3108:00 AM
2022-06-01 jvanni@zbaxtercom 2022-01-0108:00 AM
2022-01-01 jvannzbaxtercom 2021-08-3108:00 AM
2022-01-01 jvannizbaxtercom 2021-08-3108:00 AM
2022-01-01 jvannzbaxtercom 2021-08-3108:00 AM
O

status report, and configuration updat
This AP data will also be searchable in t
CSM Upgrade screen example:

Added AP Location information to: firmware upgrade page, configuration update page, firmware

e status report.
he config update and firmware upgrade pages.

@ Select update o Select assets @ Review action
ASSETS
Item to push
REPORTS Connex Spot Monitor « Upgrade e 152.00 manual_SM_CSM
UPDATES
Search Q

DESTINATIONS

ADVANCED

Q@ Al locations

~ AABaxterTest (10)

0 assets selected in 0 locations

) Custom label  Firmware Config Asset tag )
~ TestFacility (10) — number
NewDast AABaxterT Test PB
Bradford (10) O 13210%00 WSS ZZZIOORE  SCRMCFG st Test SC
¢ 06 ;‘&’[ ase sD 007_151 TestFacility 123
[} Bradford 123
e AABaxterT Test PB
— 12210%00 NEWDEshb oui00RE SCRMCFG est Test SC
U e 06 oardBaseX  opy 007_161 TestFacility 123
XX Deecis oo

Serial

cunersnio

o Add Custom Label text field column to

store identifier for any assets.

By default, asset type names will appear as the factory default, which is the product name or an

abbreviated product name. For exampl

e, the RetinaVue 700 Imager will appear as "RV700."

If you are an administrator, you may add custom labels to most supported asset types to help

distinguish them. For example, you may want to distinguish assets by a location, such as "ICU Bed"

or "Emergency Dept 1," or by their functionality, such as "Step Down Bed." These custom labels will

then appear throughout SmartCare Remote Management in a variety of places. These places may

include the main asset list page, the asset details page, the Activity report, the Configuration

Update report, the Firmware Status report, the firmware update page, and the configuration
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update page.
* See the IFU for details on how to create and apply custom labels.

o Reports tab loads no data if clicked before Asset List is loaded completely
Corrected behavior: When a user logs in to Customer Portal, SCRM loads the Asset List.
If user clicks on "Reports" tab before Asset List is completely loaded, then user will not see any values
in "Facility" or "Asset Type" dropdown on the Reports screen.

o Error code and Work Order visibility for contract customers
This feature is for contract customers that are set up with alert logic. Baxter support teams can
acknowledge asset alerts within Cumulocity and assign Service alert work order numbers and status
that will be visible to the customer within SCRM. Example:

Preventive maintenance Component information Error codes Logs
@ewice alert: ACKNOWLEDGED - Work order 123456789 )
Errors reported as of 24 Jan 2073, 09:50 pm
Severity Code Description
ERROR_CRITICAL ERRO1 Prova di errore =1

o CMMS Report shows Ethernet IP and MAC Address not WIFI Radio IP and MAC Address
The Ul and the downloaded .csv report now displays the expected information under renamed column
headings “Radio IP address” and “Radio MAC address”:

CMMS Report o Select Assets - @ Review
ASSETS
Connex Spot Monitor - AABaxterTest > TestFacilit
REPORTS P ? actity
UPDATES
0 assets selected in 0 locations
Ownership
EEILLGEED ~ AABaxterTes [_] Assettag Serial number Radio IP addressl] Radio MAC Creation time
t(10) o address
y TestFacili [_] ZZZ100-RESD SCRMCFGOO07 10.20.255177 00:17:23:e0:2e: 19 May 2022, 02:24 pm
ty (10) — =1

( \ ZZZ100-RESD SCRMCFGOO7 10.20.255177 00:17:23:e0:2e 19 May 2022, 02:24 pm
161 54

) 7Z7100-RESD SCRMCFGO07  10.20.255177 00:17:23:¢0:2e: 19 May 2022, 02:25 pm
- _162 54

o Add wireless radio MAC Address info for CSM and CVSM
Wireless radio MAC address is becoming an important piece of information for customers to know so that
the IT departments can whitelist the devices. Currently, the Radio MAC address for Patient Monitors is
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listed in the Component Details under Serial # which is correct, but it was not called out as the MAC
address, and this was confusing to users. This change adds the appropriate label in the component details
and the asset header to display the Radio MAC address. CSM example:

Asset name Connex Spot Monitor Asset tag ZZZ100-RESD

Serial number SCRMCFG007_163 IP address 0.0.0.0
Model 75CT Ethernet MAC address 00:1A:FA:2E:41:41
Facility TestFacility Gadm MAC address 00:17:23:e0:2e:54 )
Location Bradford Last Vital sent
Room / bed / Radio IP address. 10.20.255:477
(] Last firmware deployed Connection status X Last connected on:
Custom label c 19 May 2022, 02:26 pm
i b B Last configuration deployed
Preventive maintenance Component information Logs

DEVICE INFORMATION

Mame Firmuvare version Hardware version Manufacture date Serial number Usage

Device hours on

Connex Spot Monitor SCRMCFG007_163 1Nrs 54 mins 7 secs

Host Controller 1.32.10-X0006 F 07280418JA
> Battery Panasonic 2017-12-15 41102 Cycle Count: 4
~ Radio-Newmar Kemel Ver 1.00.02 00:17:23:e0:2e:54
Gadlc MAC Address 00:17:23190:2&:59 CAECESS point MAC Address B4:DE:G‘I:U4:ZU:SE)
Channel 6 Connection Mode PSP
SsID RD000 RSSI -63

o Bug Fixes:
Typo on CVSM Asset Details Screen

CSM Asset Details - Radio Name Typo

CSM Asset Details: Incorrect Data Fragment used for Radio Serial Number

Activity report - sort on max battery capacity - changes views of report

Asset List Sorting does not sort properly based on status when logged in as a non-rollup user.
Correct Component Information sub section threshold fields

Service Portal- Overlap issue on date picker

O O O O O O O

Newly Connected Devices not displaying in Access Point Location ReportUser creation error in
SCRM when no users are present in User Management
o SCRM orgs/facilities roll-up users not sorting properly.
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Software Version 7.0.0
December 2022

SmartCare™ Remote Management software release version 7.0.0
Changes in this release include:

This update includes enhancements to our internal portal utilized by Baxter and minor performance
improvements to the Configuration Update page on SmartCare Remote Management.

Issue Resolved:

The delay in page loads on the Configuration Update page has been improved to enhance performance.

Software Version 6.3.1
September 2022

SmartCare™ Remote Management software release version 6.3.1
Changes in this release include:

ISSUE RESOLVED:
From the Reports section in SCRM, the user would run a report. After the results are displayed, clicking on the
“GET REPORT” button will generate a .CSV report. The column “LastConnected” would be missing all data
within the CSV report table. This issue appeared on the following report types:

- Update Report

- Firmware Version Report

- Activity Report

This issue has been corrected in SCRM version 6.3.1 and no action is required from the customer.

Software Version 6.3.0
June 2022

SmartCare™ Remote Management software release version 6.3.0
Changes in this release include:

e Smart Notification for Battery Usage end of life (EoL) for CVSM and CSM.
If battery "Maximum Capacity" value for a device is less than 35%, the battery is nearing its
EoL. A new warning indicator, plus the ability to run a report on Maximum Capacity will help
customers proactively replace batteries as needed.
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CSM, CSM with APM, and CVSM are the only assets that will indicate low Maximum Capacity
at this time.

The SCRM application will indicate the low battery status in the following areas:

» Asset List page:
The Asset list Status column will display a warning icon if a CSM or CVSM device is below the
threshold and in need of battery replacement. The user will not be able to determine what the
status icon represents until they click on the asset for more detail.

> Asset Details page:
The warning icon will lead the user to the Component Information Tab, then expand the
Battery details where the icon will indicate that the battery maximum capacity is low (below
35%).

» Activity report:
The Activity report will show "Maximum Capacity" value for each device.
Reports tab: By Selecting “Activity” under Report Type, the user can sort by devices that are in
need of battery replacement.

e Add Roll-up page abilities for SSO users:
The Admin user from an SSO group (who also has ability to see roll-up page), will be able to
give roll-up abilities to other domain users from within SCRM.
This is a change to SCRM and only applies to admin users logged in using SSO sign in option.
If the admin user is signed in using SSO and has roll up privilege, from the Advanced tab they
will see the "Enable roll-up" checkbox option for users within their domain.

e New SCRM Site pop-up for “important notifications”
This update enables the Baxter internal SCRM Management Team to notify our customer
users of important updates via the SCRM portal. For example, a notification banner could
notify customers when the site will be down for maintenance so that they may plan
accordingly (rollouts of upgrades / updates etc..). This notification affects the application
globally and will not be customer specific.

e SCRM CMMS Report & Download
A new report creation is available under the Reports section of the SCRM customer portal.
The report will contain information our customers need to populate their CMMS system.
Users can select the devices they want to include in their report, view on the Ul and
download a CSV file. Choose report type “CMMS”.

The report may contain the following information:
Manufacturer name

Device Model #

Device Serial #

Device IP

Device MAC Address

Software Version

Configuration Version (Any Supported Device)
Calibration/safety check cycle

PM Due (Manual user entry)

O 0O 0O 0O O O O O O
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o Warranty Expiration (Manual user entry)

e Unit sorting. From the Organization drop down under Facility name, Unit names will be
sorted alphabetically for customers with multiple Unit names.

e Add entry limits for room and bed entry. When editing Asset details the character limit for
room and bed is set to 8 characters.

e Asset Details page refresh corrected. When clicking Refresh from the web browser from the
Asset Details page, the page will remain on the Asset Details page instead on returning to the
main Asset List page.

e Usage Report label change. Changed label from “NUMBER OF DEVICES ON EACH FLOOR” to
“NUMBER OF ASSETS BY UNIT”

e Firmware Version Report print preview formatting issue corrected. In the Firmware version
report for all applicable devices, there were formatting issues on Print preview if Facility
name is large, text would fall outside the text field borders.

e CVSM Nellcor Sp02 asset detail should not show "SpHb License", corrected. Nellcor will not
have an SpHb License therefore the field should only display on assets with the Massimo
sensor.

e Reports Section: Firmware Upgrade Status - Last connected date sorting issue fixed. The
“Last connected” date column will now sort dates as expected.

e Automatic refresh from asset detail page: (i.e.: AP Location, Connection Status, Patient
Presence). Now when an asset “calls home” with an updated asset detail, the new detail(s)
will be displayed automatically (without the user clicking the browser’s refresh button).

e Change column heading term from "Location" to "Ownership" in SCRM for all device types
The SCRM Ul has updated the column heading term from "Location" to "Ownership" in the
following:

o Assets Page Header — Update column “Location” to “Ownership”

o Firmware Status Report — Update column “Location” to “Ownership”
o Config Status Report — Update column “Location” to “Ownership”

o Update screen — Update column “Location” to “Ownership”

o CSM Activity Report — Update column “Unit” to “Ownership unit”

e Updated asset details page for Centrella & Progressa beds
From the Asset details screen:

o The display of Location has been removed (Only for Centrella & Progressa - no change
for CVSM or CSM, RV700)
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The display of Room/Bed/presence has been changed to Room/Presence. (Only for
Centrella & Progressa - no change for CVSM or CSM, RV700)

Software Version 6.2.1
March 2022

SmartCare™ Remote Management software release version 6.2.1

Changes in this release include:

e Added Progressa bed support to SCRM

e Single Sign-on (SSO) option for customer login to Smart Care Remote Management
The single sign-on method allows customers to
authenticate their credentials through the company's existing
Active Directory (Windows login). This method eliminates the
need to provide a username and password at every login.
Contact your Hillrom representative for setup details.
Single sign-on (customer option) requirements:
For use with cloud-based Microsoft Azure Active Directory only (no on-prem
legacy). The user authentication must be compatible with the SmartCare Remote
Management single sign-on option.

e Update Activity report to remove all the fields and add the columns as specified in the details
(Report columns will differ based upon asset name)

e Bug fix: When editing APLocation details, Campus and Building information swapped.

e Bug fix: Customer Portal: duplicate records in csv download.

Software Version 6.1.1
October 2021

SmartCare™ Remote Management software release version 6.1.1.
Changes in this release include:

Existing Welch Allyn Service Hub users will be automatically redirected to the new SmartCare Remote

management URL:

https://smartcareremotemanagement.hillrom.com

e Added Centrella bed support to SCRM

e Updated reference links in SCRM

e Bug fix: fixed CVSM configuration delete / removal.
e Bug fix: fixed duplicate user creation

QS20224 Rev. 2 Page 20 of 23 Governing Document: QS20222
Document Template: QS19098 Rev 3


https://smartcareremotemanagement.hillrom.com/

Baxter

Hillrom is now a part of Baxter

Customer Service Bulletin : 80028399 Rev P

Software Version 6.0
June 2021

SmartCare™ Remote Management software release version 6.0.

Introducing Hillrom’s SmartCare™ Remote Management

SmartCare Remote Management helps our customers service assets remotely. It supports the following
service-related tasks.

e Remote update configuration

e Remote upgrade asset firmware

e Remote asset log retrieval

e Service data Reports

e Review asset preventive maintenance (PM) due list

e Remote asset location tracking

https://smartcareremotemanagement.hillrom.com

NOTE: Hillrom’s SmartCare™ Remote Management will be the replacement for the Welch Allyn Service Hub.
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Appendix A: Additional Information

System Compatibility: Supported Operating Systems for PartnerConnect Agent (applicable assets only. See the

cloud Setup Guide for more detail):
e Windows 10 (32 and 64-bit)
e Windows Server 2016 (64-bit)
e Windows Server 2019 (64-bit)
Web Browser Compatibility:
Note: The preferred browser is Google Chrome.
e Google Chrome 92
e Microsoft Edge 92
e Apple SafariiOS 14
SCRM On-Prem (Edge) Compatibility:

e Refer to 80030424 SCRM SETUP GUIDE — ON-PREM for system requirements required to setup On-
Prem customers.

Supported Baxter Applications:

Version
PartnerConnect Agent 15.0
Welch Allyn Service Monitor All
Connex CS Server All except 1.8.2
Supported Baxter Devices:
Version

Connex Spot Monitor

1.24 or higher

CVSM/CIWS

2.x or later except version 2.40.x

RV700

1.30.00-A0002

Centrella Bed

1.36.x or Higher

Progressa Bed

22021501

QS20224 Rev. 2
Document Template: QS19098 Rev 3

Page 22 of 23

Governing Document: Q$20222



Baxter

Hillrom is now a part of Baxter

Customer Service Bulletin : 80028399 Rev P

See SmartCare Remote management URL https://smartcareremotemanagement.hillrom.com for the latest

cloud Setup Guide, and User Guide.

Version History

sec, P, Date Version version
Version Para Change Made Created By
h d Created
Change (initials)
A N/A Initial Release 2021-06-17 DCS
B All Changes applied for SCRM. 6.1.1 updates 2021-10-13 DCS
C All Changes applied for SCRM. 6.2.1 updates 2022-03-01 DCS
D All Changes applied for SCRM. 6.3.0 updates 2022-06-01 DCS
E All Changes applied for SCRM. 6.3.1 updates 2022-09-01 DCS
CSB Template updated (QS520224)
F All Changes applied for SCRM. 7.0.0 updates 2022-12-14 DCS
G All Changes applied for SCRM. 7.0.1 updates 2023-02-22 DCS
H All Changes applied for SCRM. 7.1.0 updates 2023-09-28 DCS
J Update 7.1.0 adjustment. Added clarification on removal of 2023-10-02 DCS
Details PartnerConnect download links and how to obtain
section the software.
K All Import and combine previous CSBs (DIR 80028399) 2023-12-15 DCS
Starting with version A. All content imported to this
document was taken directly from previous released
versions.
Changes applied for SCRM. 7.1.1 updates.
L All - Changes applied for SCRM. 8.0.0 updates 2023-02-01 DCS
- Reversed order of software release dates
(newest at top)
M All Software Version 8.1.0 & PartnerConnect Agent 2024-07-09 RDH
15.0.3
N All Software Version 9.0.0 2025-01-27 RDH
P All Software Version 9.0.1 2025-02-24 RDH
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