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Take control of the health and well-being of your connected devices with powerful access,
insights, and remote control. A custom workflow for your organization allows you to
proactively manage devices from a single, remote location. By enabling secure access to
critical device health information, the Remote Management portal is able to proactively alert
you of any service requirements. Give yourself peace of mind with Remote Management.

Baxter can proactively manage many service An early adopter site for SmartCare Remote
needs remotely — helping protect your Management, implemented 132 Centrella
smart bed investments while you focus on Smart+ beds connected to SmartCare Remote
the patients in them. Remote Management Management for a period of one year, which
capabilities include™: resulted in:

= System-wide remote deployments, including
firmware & software updates and patches

» Remote triage & diagnose with improved 78U re.dl:lcltlon In
first-time fix rates 0 C.lInICIan-generated
= Patient presence and bed location status tickets'

= Preventive maintenance information
= Ability to custom label and easily view essential

device data .
= Utilize Single Sign-0n (SSO) capability of work orders being
» Reduce manual transcription L|90/ proactively generated
= Error code notification and disposition status 0 by SmartCare Remote
Management?
TECHNOLOGY EFFICIENCY SAFETY CONVENIENCE EXPERTISE

BRINGING PERFORMANCE TO LIFE



REMOTE MANAGEMENT SPECIFICATIONS

Centrella Smart+ Bed and Progressa/Progressa+ Beds will communicate directly with the Remote
Management platform through the hospital's wireless network. The bed must be configured to connect to the
hospital's WiFi network and have a password applied for the Remote Management system.

Note: No private data, including ePHI, is gathered, displayed, transmitted, or maintained. Service data and device configuration files are the only data
stored or transmitted.

NETWORK CONFIGURATION

APPLICATION SERVICE DOMAIN NAME, IP ADDRESS, PORT PROTOCOL
https://iot.hillrom.com
Remote Management 52.224.38.138 TCP (HTTPS)
g Port: 443 MQTT

MQTT Port: 8883

File Inbound Types *.bas, *.json Not applicable

Single Sign-ON (SS0) Microsoft’'s Azure Cloud Based Active Directory

SUPPORTED BEDS AND VERSIONS

DEVICE NAME DOMAIN NAME, IP ADDRESS, PORT
Centrella Bed Rev. 1.41.000 or higher
Progressa/Progresa+ Bed Rev. 1.27.0.0 or greater

Note: Progressa Smart+ Beds built prior to August 2022 may require installation of a WiFi Access Module (WAM). The WAM for Progressa must have firmware 1.3 or higher.

WIRELESS CONNECTIVITY ENCRYPTION PROTOCOLS

STANDARDS

= Wired Equivalent Privacy (WEP) = Wireless Protected Access (WPA) = |EEE 802.1 1i (WPA2)

ENCRYPTION

= Wired Equivalent Privacy (WEP, RC4 Algorithm]) = Pre-Shared (PSK]

= Temporal Key Integrity Protocol (TKIP, RC4 Algorithm) = Dynamic 902.1X

= Advanced Encryption Standard (AES, Rijndael Algorithm) = Encryption Options: Off, On, Auto, PSK, WPA-TKIP,

= Encryption Key Provisioning Static (40-bit and 128-bit WPA2-PSK, WPA2-AES, CCKM-TKIP, CCKM-AES,
lengths) WPA-PSK-AES, WPA-AES

Take control. Contact your Baxter representative today.
Baxter.com

*Partial list.

1. Baxter internal data on file. A total of 77 tickets were opened in a 12-month time period from July 2021 to June 2022; following implementation of SmartCare Remote Management, only 17 tickets were
opened in the 12-month time period from July 2022 to June 2023.

2. Baxter internal data on file. Following SmartCare Remote Management implementation, out of 175 work orders, 86 work orders were proactively generated with SmartCare Remote Management,
while the remaining 89 work orders were opened by Baxter service technicians.

Baxter reserves the right to make changes without notice in design, specifications and models. The only warranty Baxter makes is the express written warranty extended on
the sale or rental of its products.
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