
CONNEX VITAL SIGNS DEVICES 
AND CONNECTIVITY SOLUTIONS 
HELP KEEP YOU SECURE

Data security is a top healthcare  
concern, especially as data breaches  
and cyberattacks continue to make 
headlines. That’s why our Welch Allyn  
Connex vital signs devices are built with 
features that securely manage data with 
encryption, single-sign-on, screen lock  
and server authentication.

Your clinicians can take advantage of connected  
workflows that help improve patient care and  
information access while still protecting patient  
privacy and data integrity and helping to safeguard 
your network.

PROTECTING PATIENT  
INFORMATION AND  
YOUR NETWORK
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Contact your Baxter representative or visit hillrom.com to learn more. 

Rx only. For safe and proper use of the product mentioned herein, please refer to the appropriate Operator’s 
Manual or Instructions for Use. 
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SIMPLE. SECURE. CONNECTED.
Help protect patient privacy and data integrity while safeguarding your network. Enhanced security features  
help keep your data safe where it is and when it moves, so you can protect the information that matters most.  
Our secure solutions offer: 

Welch Allyn Connex 
Spot Monitor

Welch Allyn Connex 
Vital Signs Monitor

Welch Allyn Connex 
Integrated Wall System

WELCH ALLYN  
CONNECTIVITY SOFTWARE

TLS 1.2

Welch Allyn Connex Server Application Software (CSAS) 
or Network Connectivity Engine (NCE)

TLS 1.2

CUSTOMER DATABASE ADT

Connected via Ethernet 
or Wi-Fi® technology

VITAL SIGNS 
MONITOR

EMR

	– FIPS-approved encryption of transmitted data
	– Secure inter-network communication with device and server authentication
	– Protection of devices from unauthorized changes with digitally signed software images and configuration files
	– Single sign-on options through integration with Imprivata, for quick, secure clinician login
	– Screen lock function protects idle devices from unauthorized access
	– Automated deletion of patient data after sending to the EMR clears information from the device 
	– Remote software updates with SmartCare Remote Management
	– Fleet management for all monitors connected to your network


