
Welch Allyn Connex 360 + DeviceBridge  
+ Remote Management =  
Your Secure Solution

Security By Design

When the device is unboxed, the security story is just the beginning. 
We’re here to provide a secure solution for the lifecycle of your fleet with an upgradeable 
and expandable solution. Let’s help support that security with updates and upgradeable and 
expandable solutions.

–	 Future-ready Design: Device and connected platforms designed with a comprehensive 
security focus aligned with industry-leading technologies. 

–	 Ongoing Monitoring: Regularly monitoring for security threats and vulnerabilities.

–	 Secure Operations: Implementing controls to help prevent security risks.

–	 Incident Response: Having a plan to respond to security incidents promptly and  
effectively and providing security patches remotely.

–	 Information Sharing: Sharing information about security threats and vulnerabilities  
to help improve the overall security posture.
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Let’s partner together to implement and maintain a secure solution at  
your facility. Reach out to your Baxter Solution Architect to learn more.

Connex 360 and DeviceBridge  
Providing End-to-End Security
–	 Trusted Platform Module (TPM) helps enhance security of the device 

hardware and software 

–	 Latest TLS 1.3 encryption for data in transit; latest WPA-3 Wi-Fi Security  
and 802.11 ac wireless networking 

–	 SOC 2 Type II Certification of the DeviceBridge Cloud Connectivity Solution

–	 Remote Management dashboard provides visibility to fleet firmware  
status and device health and enables remote deployment of updates,  
patches and configuration files. 

	– Secure user authentication with Imprivata 
Single Sign-On or Active Directory 

	– Data on the device secured through service 
processes with Yubico’s YubiKey technology

	– EMR connectivity enabled through SOC 2  
Type II certified DeviceBridge hosted platform

	– Wireless and certificate storage security with 
FIPS-approved algorithms

READY

DESIGNED WITH INDUSTRY STANDARD SECURITY SOLUTIONS AND PARTNERSHIPS
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